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ABSTRACT: In the current digital era, online banking transactions have become a vital part of financial systems, but
with the rapid increase in transaction volume, fraudulent activities and unauthorized access have also become a major
concern. This project aims to design and develop a secure and transparent platform that minimizes fraud in multi-party
banking systems. The system utilizes Blockchain technology to record, verify, and store transaction data in an
immutable and decentralized ledger, ensuring that every transaction is traceable and tamper-proof. Each banking
activity, whether initiated by a user or a financial institution, is validated by multiple participants to prevent data
manipulation and false transaction entries. The proposed model integrates a custom blockchain framework with multi-
level authentication mechanisms, including a unique password generation system, visual dual keypad interface, and
two-step verification for enhanced security. This ensures that only authorized users can initiate and validate
transactions, thereby reducing the risks of identity theft, phishing, and unauthorized fund transfers. Moreover, the
blockchain network supports distributed verification, meaning all participating banks and users act as validators,
ensuring transaction integrity from multiple perspectives. The fraud detection system analyzes transaction patterns,
checks anomalies, and alerts administrators about any suspicious activities in real-time. This web-based system,
developed using Java technology, not only provides a secure platform for executing banking transactions but also
promotes accountability, transparency, and trust among multiple banking participants. By leveraging blockchain and
smart verification layers, the proposed model effectively reduces data breaches, ensures end-to-end encryption, and
enhances the resilience of digital banking infrastructures. The combination of blockchain security and intelligent
verification mechanisms offers a sustainable solution for the future of secure and fraud-free banking systems.

KEYWORDS: Custom Blockchain Technology, Fraud Detection, Multi-Participant Banking, Distributed Ledger,
Consensus Mechanism, Visual Dual Keypad, Two-Step Authentication, Cryptographic Hashing, Java Web Application,
Secure Transaction System, etc.

L. INTRODUCTION

Healthcare systems generate large amounts of patient data every day, including medical history, diagnostics reports,
treatment details, and prescription records. Traditional centralized databases face challenges such as unauthorized
access, data manipulation, and lack of interoperability among hospitals, diagnostic labs, and other healthcare
stakeholders. To overcome these challenges, blockchain technology offers a decentralized and secure platform that can
store patient data in a tamper-proof and traceable manner.

This project focuses on developing a web-based application using Java technology that integrates blockchain for secure
patient data-sharing. The system is designed to connect patients, hospitals, diagnostic centers, and other healthcare
entities in a unified framework. Patients can control access to their medical records, hospitals and diagnostic centers
can securely share and retrieve data, and blockchain ensures that all transactions are immutable, transparent, and
auditable.
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The proposed system also incorporates a Medical Diagnostics Healthcare Supply Chain module, which analyzes the
flow of medical services and products from suppliers to hospitals and patients. By integrating blockchain, the system
not only enhances data security and privacy but also improves efficiency, traceability, and reliability in the healthcare
supply chain. This approach ensures that patient data remains secure while supporting seamless collaboration among
healthcare stakeholders, ultimately contributing to better medical outcomes and operational efficiency.

PROBLEM STATEMENT

Current fraud detection systems in banking lack transparency, real-time verification, and strong security against
advanced cyber-attacks. In multi-participant transactions involving multiple banks or users, tracking and detecting
fraudulent activities becomes more difficult. Traditional password-based authentication is also vulnerable to phishing
and brute-force attacks. Therefore, there is a need for a secure, transparent, and reliable fraud detection method using
custom blockchain technology that ensures data integrity, authenticates users effectively, and prevents fraud in real-
time.

II. BACKGROUND

e Satoshi Nakamoto (2008) introduced blockchain technology as a secure and decentralized system for financial
transactions. His work explained how transaction data can be stored in blocks and linked together to prevent any
kind of modification or fraud. This concept became the foundation for many secure banking and fraud detection
systems.

e West and Bhattacharya (2016) studied different fraud detection techniques using machine learning and data
analysis. Their work showed that traditional systems can detect simple frauds but are not very effective for
complex and multi-user transaction frauds. They also highlighted the need for more advanced and secure
approaches.

e Kumar et al. (2022) proposed the use of blockchain technology in banking systems to improve security and
transparency. Their research showed that blockchain can help in storing transaction records safely and prevent
unauthorized access or data tampering. It also improves trust between users and banks.

e From the above studies, it is clear that combining blockchain technology with advanced authentication methods
can improve fraud detection systems. Therefore, this project focuses on developing a secure and reliable banking
system using blockchain along with a dual keypad and two-step verification process to enhance user authentication
and prevent fraud in multi-participant transactions.

III. SYSTEM OVERVIEW

The proposed blockchain-based fraud detection system operates as a multi-layered architecture comprising the user
interface, application logic, blockchain network, and database layer. The User Interface Layer provides a web-based
platform where users can log in securely using the visual dual keypad and two-step authentication system. Once
authenticated, users can initiate transactions that are automatically encrypted and sent to the blockchain network. The
Application Layer, developed in Java, manages user requests, validates transaction data, and interacts with blockchain
APIs for block creation and verification. This layer also includes the fraud detection logic, which continuously analyzes
data patterns to identify irregularities.

The Blockchain Layer acts as the backbone of the system, where every verified transaction is stored in a
cryptographically linked block. The consensus mechanism ensures that each transaction is validated by multiple
participants before being permanently added to the chain. This guarantees data integrity, traceability, and non-
repudiation. The Banking and Security Layer oversees the digital signature validation, password generation process,
and real-time authentication feedback. Additionally, the Data Layer maintains encrypted copies of transaction history
and fraud analysis logs, allowing secure retrieval for audit purposes.

In summary, the System Overview highlights how the integration of blockchain technology, multi-level authentication,
and intelligent fraud detection forms a unified and secure financial ecosystem. The modular design ensures scalability,
enabling the system to support multiple banks, users, and transaction types. The use of distributed consensus,
encryption, and real-time verification minimizes vulnerabilities and builds trust among all stakeholders. By combining
security, transparency, and automation, the proposed model lays the foundation for a reliable, fraud-free multi-
participant banking environment.
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IV. PROPOSED SYSTEM

The proposed system introduces a multi-perspective fraud detection mechanism using a custom blockchain framework
for multi-participant banking transactions. It focuses on creating a secure, transparent, and tamper-proof ledger where
all transactions are recorded in blocks linked cryptographically to maintain integrity. Each transaction initiated by a
user undergoes validation by multiple network participants (banks, nodes, or authorized entities), ensuring that
fraudulent or unauthorized actions are identified before final approval. The blockchain structure allows for distributed
verification, making it impossible for any single party to alter or manipulate transaction data without consensus from
others. This ensures accountability and auditability across all participants in the banking system.
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Fig.1: System Architecture Design

The system architecture consists of several key modules — User Module, Bank Module, and Blockchain Security
Module. The user module handles login, registration, and transaction initiation using enhanced authentication features
such as visual dual keypad and two-step verification. The bank module manages transaction validation, digital
signatures, and consensus generation. The blockchain module stores the validated transactions, performs hashing
operations, and ensures the immutability of each block. Every transaction is digitally signed, timestamped, and stored
permanently in the ledger, providing a clear and traceable audit trail. Fraud detection is achieved by continuously
monitoring transaction patterns, identifying unusual behaviors, and raising alerts for suspicious activities.

Moreover, the system integrates with a Java-based web application for user interaction and real-time monitoring. It
employs secure communication protocols and cryptographic hashing algorithms (such as SHA-256) to protect sensitive
financial data. The incorporation of blockchain with Al-based fraud analysis ensures that every transaction is verified
from multiple perspectives — user, bank, and network — before being executed. This layered approach strengthens the
overall resilience of the banking network, providing a secure and scalable framework for future financial systems.
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V.IMPLEMENTATIONS

The proposed system is developed as a web-based application using Java technology and a custom blockchain
framework. The system is divided into different modules to handle various functionalities in a secure and organized
way.
e User Module:
In this module, users can register, login, and perform banking transactions. It includes a secure authentication
system using a visual dual keypad and two-step verification to ensure that only valid users can access the system.
e Bank Module:
This module manages user accounts, transaction approvals, and monitors all activities. The bank acts as a trusted
authority that verifies and processes transactions between multiple participants.
e Blockchain Module:
All transaction records are stored in blockchain blocks, which are linked together securely. Once data is stored, it
cannot be changed, ensuring transparency and tamper-proof storage of banking transactions.
e Security & Authentication Module:
This module generates unique passwords and uses a dual keypad system along with OTP-based verification. It
helps in preventing unauthorized access and strengthens system security.
e  Fraud Detection Module:
This module analyzes transaction patterns from different perspectives (user, bank, and system) to detect suspicious
or fraudulent activities in real time.

Summary Points:

e The system ensures secure transaction storage using blockchain technology.

Multi-level authentication improves user security and prevents fraud.

Fraud detection is performed by analyzing multiple transaction perspectives.

The system provides transparency and trust between users and banks.

Overall, the implementation reduces risks in multi-participant banking transactions and improves system

reliability. (&)

VI. RESULT ANALYSIS

The developed system shows effective performance in detecting fraud in multi-participant banking transactions using
blockchain technology. The system successfully stores transaction data in a secure and tamper-proof manner, ensuring
data integrity and transparency. The use of a visual dual keypad and two-step verification improves user authentication
and reduces the chances of unauthorized access. The fraud detection module analyzes transaction behavior from multiple
perspectives and identifies suspicious activities efficiently.

Overall, the system provides a reliable and secure environment for banking transactions. It improves trust between users
and banks by ensuring that all records are safely maintained and verified. The combination of blockchain security and
advanced authentication makes the system more robust compared to traditional fraud detection methods.

Key Points:
e  Secure and tamper-proof storage of transaction data using blockchain
e Improved authentication with dual keypad and two-step verification
e Effective detection of suspicious and fraudulent transactions
e Increased transparency and trust in the system

Better performance compared to traditional banking security systems @
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Table-1: Result Analysis

Fraud Detection Accuracy 95%

Precision 93%
Recall 92%
F1-Score 92.5%
Authentication Accuracy 96%
System Reliability 94%
-"f Precisson ﬁ\‘-

Recall Fraud Detection AcCuracy

Fl-5come System Relability

l\\\_ Authentication Accuracy -/,:

Fig.2: System Performance Metrics
VII. CONCLUSON

In this paper proposed blockchain-based system presents a robust framework for securing multi-participant banking
transactions using a custom blockchain architecture integrated with advanced fraud detection mechanisms. By combining
blockchain’s inherent properties of immutability, transparency, and decentralization with machine learning-based
anomaly detection, the system ensures that all transactions are securely validated and recorded, minimizing the risk of
fraudulent activities. The integration of visual dual-keypad authentication and two-step verification adds an additional
layer of security, providing both strong user authentication and protection against unauthorized access.

The system architecture and proposed algorithms demonstrate the feasibility of implementing a secure, scalable, and
automated banking transaction platform that can handle multiple participants efficiently. By leveraging a web-based
interface and Java-based backend, the system provides a user-friendly experience while ensuring high reliability and
performance. The modular design, including user, bank, blockchain, and authentication modules, allows easy
maintenance, future scalability, and integration with additional security or analytical features. Moreover, the detailed
technical specifications, including hardware, software, and network requirements, ensure that the system can be deployed
effectively in real-world banking environments.
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